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10
The Safety Net

Let’s Begin

We all have access to media devices like televisions and We all have access to media devices like televisions and 

smartphones in our homes. Everyone uses them for smartphones in our homes. Everyone uses them for 

different purposes and in different ways. Think and different purposes and in different ways. Think and 

answer the following questions about how you use them.answer the following questions about how you use them.

1) �What are the purposes for which you use the following 1) �What are the purposes for which you use the following 

forms of media?forms of media?

1. Television1. Television

2. Internet2. Internet

3. Social Media3. Social Media

2) �What do you think are the ill effects of overuse or 2) �What do you think are the ill effects of overuse or 

irresponsible use of these media platforms?irresponsible use of these media platforms?

Swipe less, smile more.Swipe less, smile more.
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Siti felt as if a new world 
had opened up to her. 
Her parents were also 
happy as now she had 
easy access to study 
material.

Initially Siti used the 
internet for her school 
projects. She also 
downloaded apps for 
learning robotics and 

playing guitar, and a few online games as well. Many of her 
friends who were very active on social media sent her invites 
and friend requests, and she gladly accepted them. Seeing 
her friends always posting interesting pictures and comments 
online, Siti was fascinated and wanted to be as popular as them. 
Gradually, she found herself spending most of her time on social 
media platforms, which started affecting her studies. She also 
stayed up till late and didn't get proper sleep. She avoided 
outdoor games and exercise, and stopped spending time with her 
parents as she was mostly online. 

Trapped in the WebTrapped in the Web
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Soon her parents observed that Siti’s behaviour had changed. 
She seemed irritable and stressed, and her grades had dropped. 
When they asked her about it, she did not want to discuss 
anything with them. They were worried to see her sad and 
isolated especially since they could not understand the reason 
for it.

The reason for Siti’s stress was that irresponsible use of the 
internet had got her into trouble. Her first setback was poor 
grades due to a lack of focus on studies. This was a blow to her 
self-esteem as she had always been a good student. Secondly, 
her health had suffered because of poor sleep and strain to her 
eyes. This further reduced her ability to study as she was always 
tired and sleepy. Lastly, in her wish for online popularity, she 
had given in to pressure from friends who had dared her to post 
pictures of herself in dresses she was not very comfortable in. 
Someone had shared the photos further and she was always 
worried about her parents finding out about them. Additionally, 
some people online posted unkind comments about her which 
hurt her feelings and she became depressed. She was unable to 
cope with all of it by herself. 

When situation got too overwhelming and beyond control, her 
parents took her to a counsellor. The counsellor told them that 
this was a common situation with many children of Siti’s age 
group. He explained to Siti about “cyber bullying” and how to 
deal with it. With the help of her parents and the counsellor, Siti 
was slowly able to get back to her normal self. 

With new found clarity on the do’s and don’ts of using the 
internet and social media, Siti restricted the time she spent 
online and also learnt to use these platforms only for her benefit 
and not for irresponsible enjoyment. Today, Siti is once again a 
good student who enjoys family time and outdoor activities.
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1) Can you relate any part of Siti’s experience with your own? 
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2) What common things did you find in her story that you have 
been through yourself?
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Think and Answer

Activity A: 
How Safe Are You?

Answer the questionnaire below by putting a tick under Answer the questionnaire below by putting a tick under 

Yes or No.Yes or No.

S.No.S.No. QuestionsQuestions YesYes NoNo

11 Do you post all your personal information on social Do you post all your personal information on social 

media platforms?media platforms?

22 Have you ever posted personal information of anyone Have you ever posted personal information of anyone 

else without proper consent?else without proper consent?

33 Have you shared your passwords with anyone other Have you shared your passwords with anyone other 

than your parents/family members/guardians?than your parents/family members/guardians?

44 Have you ever put up pictures of yourself/family/Have you ever put up pictures of yourself/family/

friends on social media without your parents/family friends on social media without your parents/family 

members/guardians consent?members/guardians consent?

55 Have you ever bought anything online without your Have you ever bought anything online without your 

parents’/family members’/guardians’ permission?parents’/family members’/guardians’ permission?
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66 Have you ever agreed to meet in person someone you Have you ever agreed to meet in person someone you 
have only met online?have only met online?

77 Do you remain logged in to your email and other Do you remain logged in to your email and other 
accounts even when you are not using them?accounts even when you are not using them?

88 Do you chat with anyone on social media who claims to Do you chat with anyone on social media who claims to 
know you but you are not sure about who they are?know you but you are not sure about who they are?

99 Do you use open random, unknown links?Do you use open random, unknown links?

1010 Have you ever got into arguments with people online Have you ever got into arguments with people online 
and posted unkind comments?and posted unkind comments?

1111 Have you ever opened emails from unknown people?Have you ever opened emails from unknown people?

1212 Have you ever filled out questionnaires, forms or Have you ever filled out questionnaires, forms or 
profile pages without your parents’/family members’/profile pages without your parents’/family members’/
guardians’ permission?guardians’ permission?

1313 Have you ever downloaded and installed apps/software Have you ever downloaded and installed apps/software 
without your parents’/family members’/guardians’ without your parents’/family members’/guardians’ 
knowledge and permission?knowledge and permission?

1414 Have you ever accepted friend requests from strangers Have you ever accepted friend requests from strangers 
on social media platforms?on social media platforms?

Safe use of internet and social mediaSafe use of internet and social media

Mediums of mass communication are very advanced in today’s 
day and age. Information and connectivity are instant and 
constant. But like any powerful thing, the internet is also a 
double edged sword. Used responsibly, it is a wonderful tool for 
personal development as well as for global progress. However, 
its misuse can cause great destruction to an individual and to 
society.

It is therefore very important that we learn proper use of this 
tool at an early age. We saw by Siti’s example the ill effects of 
internet overuse. In reality, the dangers on the web are even 
more grave and the consequences can be more dire. Let us take 
a look at a few of such dangers:
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Addiction:Addiction: The internet is very addictive because it gives us 
entertainment and information at our fingertips. We get so 
engrossed in our online activities that we lose track of time. Like 
any other addiction, internet addiction costs us our health, our 
time and our relationships. Do you find yourself spending too 
much time online? Limiting your online time is your first step 
towards responsible use of the internet.

Psychological Impact:Psychological Impact: The content that we view online has an 
impact on us. It affects our mental health and even shapes our 
attitudes and beliefs. The internet offers everything; good and 
bad, constructive and destructive. It is up to us to make wise 
choices in what we view and post online. Have you ever been 
disturbed by something you saw on TV or the internet? Your next 
step would be to avoid viewing/posting negative, abusive, violent 
and disturbing content online and only view/post content that is 
inspiring and generates positive feelings.

Cyber Bullying:Cyber Bullying: When someone is harassed using electronic 
means it is known as cyber bullying. It is done to harm and 
harass an individual by actions such as posting victim’s personal 
information, rumours or fudged pictures online. It can also be 
hate speech or threatening remarks. Trolling and cyberstalking 
are forms of cyberbullying. As billions of people use the 
internet, it is a convenient platform for people with wrong 
intentions to bully someone as their identity can be hidden 
online. If you ever find yourself to be a victim of cyberbullying, 
you must immediately inform a trusted adult about it. Avoid 
negative content and negative people online. Choose your 
browsing sites and social media platforms wisely. Do not engage 
further with people who argue or put you down online.

Cyber Crime:Cyber Crime: When the internet is used to commit any crime, it 
is called a cybercrime. Hacking of personal data, or important 
data from companies and banks, money or identity frauds, 
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bullying and blackmail are various forms of cybercrime. So 
you should be very careful while using important data like 
passwords, debit cards and credit card pin numbers. Stay 
vigilant and safe while using the internet.

Tips to use the internet safelyTips to use the internet safely

✯ Never accept friend requests from strangers.

✯ �Don’t just accept a friend request seeing the picture, do a 
background check seeing his/her details and other friends 
in the list. 

✯ �Never do something which you find wrong even if your 
friends force you to do it. Instead, tell your teachers and 
family about it.

✯ �If someone troubles you over the phone or the Internet, don’t 
panic. Tell your parents/family members/guardians and 
teachers about it. Take help from the police.

✯ �Never post any objectionable pictures on your account or 
anyone else’s account through any electronic medium.

✯ �Do not ever post insulting and hurtful comments on social 
media especially about religion. It can put you in trouble.

✯ �Do not believe everything you see online. A lot of online 
content is far from the truth. 

✯ �Keep all your passwords secret, and change them often.

✯ �Always log out of your profile when your work is over.

✯ �Never post your personal pictures or sensitive information online.

✯ �Never click on unknown links.
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In today’s world, a person sitting in America can commit a crime 
in Singapore. So, it is our duty to protect ourselves. We should 
always remember that catching criminals in the cyber world is 
very difficult and it is our carelessness that puts us into trouble. 
Even if cybercrimes are reported, there is a big number of 
crimes that remain unsolved.

Do this activity in pairs. Discuss the following scenario Do this activity in pairs. Discuss the following scenario 

with your partner and write your answer in the space with your partner and write your answer in the space 

given.given.

1. One of your classmates tells you that someone is 1. One of your classmates tells you that someone is 

posting objectionable images on his/her social media posting objectionable images on his/her social media 

Activity B: 
Sound Advice



STUDENTS’ WORKBOOK  |  171

account and also sending vulgar messages to him/account and also sending vulgar messages to him/

her. He/she is scared of telling it to anyone. What her. He/she is scared of telling it to anyone. What 

would you do in such a situation? And what advice would you do in such a situation? And what advice 

will you give to your friend?will you give to your friend?

2. What will you do if one of your social media 2. What will you do if one of your social media 

friends, whom you have never met, calls you to meet friends, whom you have never met, calls you to meet 

at a specific place?at a specific place?

Activity C: 
Common Problems

Form groups of four. Within your group, identify Form groups of four. Within your group, identify 

common issues or problems you all have faced while common issues or problems you all have faced while 

using social media or the internet. Write them below. using social media or the internet. Write them below. 

Discuss with your teacher how these issues or problems Discuss with your teacher how these issues or problems 

can be tackled.can be tackled.
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�Addiction to the internet, social media, online games etc- impacts our 
body, mind and relationships, so only an appropriate amount of time 
should be spent on the same.

�Content used/viewed - what we take in through our senses and 
the impact it has on the body, mind as well as on our actions. Avoid 
viewing negative, abusive, violent and disturbing content. View content 
that inspires, calms, and generates positive feelings.

Discuss current issues faced by users of online platforms - online 
bullying, stalking etc.

Discuss safety measures to be kept in mind while using social media 
and the internet.

Let’s RememberLet’s Remember
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What I liked most about this lesson :
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I learnt that 
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My Space My Space 

1. �Explain the types of Cyberbullying and Cyber crimes 
to your family members. Make them aware of using 
credit cards, pin numbers, passwords etc. in a better 
way. Exchange ideas about using social media and 
things to be careful about while being online.

2. �Discuss with your parents/family members/
guardians and decide which social media platforms 
and websites you can use.

3. �Share your passwords with your parents/family 
members/guardians.

Engage Engage 
with Family


